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HOW TO KEEP SAFE ON SOCIAL
MEDIA

B



Protection from Hate
speech




Protection
from
~ harassment




[DISCUSS] 15 mins

1. Have you experienced any abusive content on Social Media?
2. What did you do when you experienced this?

op@mw



Harassment
and Reporting

on Facebook,
Instagram and
WhatsApp

00000 yodafon€é IEZ 13:01
< Back Report Done »2-UK 2 10:36
Resolve @ Problem
What You can Do |
Here are Someé things you can do t0 handle s wrong i hiS ost?
this.
He, vulgar of uses bad N

Submit t
5 Report this

1 Unfriend
x you'll no longer be frien

Community Sta

o Facebook for Review hge
post if it violates our
ndards. N
\ually explicit
harassment of hate speech

4 .

Aibhinn
ds on Facebook.

threatening, violent or
sidal
| think it's an unauthorized use of

my intellectual property
Posts that | believe violate my >
intellectual property rights.

Other



Banning and Removing on Faceboo

il TelkomSA = 1:26

£ Settings

General

Message settings

Page Info

Post attribution

Notifications

Page roles

People and other Pages

Instagram Ads

Page Support Inbox

Community

@ 7 39%m ) wil TelkomSA % 1:26 @ 7 39%m )
< People and other Pages
People who like this Page
Pages that like this Page

Banned people and Pages

il TelkomSA = 1:27 @ 7 37%m_)

£ People who like this Page

Tadzoka Pswarayi

1 mutl rien

Claudette Lloyd

OIS™

Q Mashuby Sandy Zimema
V.




Reporting a profile on Facebook

wil TelkomSA = 12:05 @ 7 29%m )

£ Q. Boost Biz 6

Boost Biz

& @ ©

Add Friend C Message

About Photos Friends

Photos « Nothing to show

o Friends s Nothing to show

!l TelkomSA & =

<

Boost Biz

Block
Report

Copy Link to Profile

=,

Cancel

@ 7 29%m )

il TelkomSA = @ v 29% W)

Cancel

Help us understand what's happening
What would you like to do?

Report something shared by Boost

Report this profile

Recover or close this account

| want to help Boost




Reporting a profile on Instagram

16:43 4 100% =)

il TelkomSA = 16:43
< facebook

posts  foliowers  followind

T

B33 31M 8

posts followers  foliowing

T £

Give people the power to buiid community and bring
the world closer t .
www.fac -om/ _ ,

1 Hacker'Way! Menlo Park, 3 Califor nia

Followed by alexasomba, digifyng, bt2dimu + 1 more

Block

Report

, Directions
About This Account .

Hide Your Story

Copy Profile URL

’ y It's Spam
Share this Profile

It's Inappropriate
Send Message

Cancel
Cancel




Reporting on WhatsApp

il TelkomSA = 16:45 o1l TelkomSA = 16:46 < 100% ol TelkomSA = 16:46

Settings < Settings WhatsApp Cancel Contact Us

Version 2.18.102

WhatsApp

Starred Messages

WhatsApp Web/Desktop

Have you read our FAQ yet?

Account

Add screenshots (optional)
Chats

- n Cancel Contact Us
Notifications

Data and Storage Usage

Help

Tell a Friend




Unfollowing and Blocking

il TelkomSA =

333 31M 8
posts fallowers  following

0
Follow -

Block

Report

About This Account

Hide Your Story

Copy Profile URL

Share this Profile

Send Message

Cancel




Blocking words from appearing on your page

Page

T+

L

@

L]

Inbox Notifications [ Insights

General

Messaging

Edit Page

Post Attribution
Notifications

Messenger Piatform
Videos

Page Roles

People and Cther Pages
Preferred Page Audience
Partner Apps and Services
Branded Content

Insfanram

Publishing Tools

Page Visibility

Visitor Posts

Audience Optimization for
Posts

Messages

Tagging Ability

Others Tagging this Page
Page Location for Frames
Country Restrictions

Age Resfrictions

Page Moderation

Settings

Page published

Anyone can publish to the Page
Anyone can add photos and videos to the Page

The ability to select a preferred audience and restrict the audience for
your posts is tumed off

People can contact my Page privaiely

Only people who help manage my Page can tag photos posted on it
People and other Pages can tag my Page

Other people can use your Page’s location for pholo and video frames
Page i1s visible to everyone.

Page is shown fo everyone

Block posts or-comments containing the following words [7]

Add words to biock, separated by commas

Help
Edit

Edit

Edit

Edit
Edit
Edit
Edit
Edit

Edit



Harassment



Preventing Harassment

/
A

1| Preventing Unwanted Contact |

2 | lgnoring Messages




MANAGING ONLINE HARASSMENT

Blocking
on Profile

Timeline About

Friends 6 Mutua

Home Create

o .4

v Friends =

Photos

# Make Post [8 Photo/Vid
@ Intro oto/Nideo

(o] Lives in San Francisco, California % Write something to Meagan

© From Pittsburgh, Pennsylvania

Photo/Video
O Fundraisers

Meagan
6 hrs - a&

g Tag Friends

v Following v

© Message

More v

= Feeling/Activ...




MANAGING ONLINE HARASSMENT

Blocking on
Messenger

Meagan

® intro # post | (811
@ From Pittsburgh, Pennsylvania 5 Write
(*} Photos

Sev
Septen

Q

re: your conc

(5\ Catherine ¥ Home 4

?r A ; Py

L AR oS

i >
+ Following v @ Message =«

Timeline About Friends 4 Dhato More -
Meagan + W

hi

are you there?
i really want to talk to you?
did you get my emails?

can we be friends?

Fo?
It

can | meet you at the
Facebook office?

why don't you reply to me?

HELLO




MANAGING ONLINE HARASSMENT

Blocking on
Messenger

sl x|

+ Friends v

L/ asvadtd
+ Following v @ Message =«

Vi
o

Timeline About Friends 4

# Post [8] Edit Nicknames
@ Intro ’ are you there?
‘ Change Color...
© From Pittsburgh, Pennsylvania 5 Write i really want to talk to

did you get my err Mute Conversation...

(&3 can we be friends? :
&) Phetos Dalete Canversation .
can | meet you at 1
Facebook office? Ignore Messages...
Sev why don't you repl!
9 Septen ydontyeureel  Block Messages...
‘ 9 HELLO

ARV Vs

re: your conc

| Start Plan




MANAGING ONLINE HARASSMENT

Why haven't you written back?

Hello????

hi

Blocking on i
are you there?

M O b I I e i really want to talk to you?

did you get my emails?

Messenger

can we be friends?

can | meet you at the
Facebook office?

why don't you reply to me?

% HELLO




MANAGING ONLINE HARASSMENT

Reporting
Harassment

!

Timeline

Lives in San Francisco, California

© From Pittsburgh, Pennsylvania

About Friends 6 Mutua

Home

Create

'ib

8l  Friends ~ |

Photos

# Make Post (8 Photo/Video

&

Photo/Video

g Tag Friends

+ Following v @ Message

More +

= Feeling/Activ...




4 Q. Meagan

MANAGING ONLINE HARASSMENT

Reporting Harassment
on Mobile

a @ ©

Friends Following Message More

(o} Lives in San Francisco, California

©  From Pittsburgh, Pennsylvania

About Photos Friends

B o # ® =




Facebook eeeec 7= 5:55 PM 1=} 47% ™ )

< Home (1 Meagan > & (d
MANAGING ONLINE HARASSMENT Active 1m aa
hi
are you there?
i really want to talk to you?

did you get my emails?

can we be friends?

can | meet you at the Facebook

Reporting Harassment ofice?

why don't you reply to me?

on MObIIe ©O © & O (Al @) O




all AT&T 7 3:00 PM } (o)

< Back Contact
MANAGING ONLINE HARASSMENT
15 Emoji
@ Secret Conversation

Send or Request Money

View Facebook Profile

Reporting Harassment
on Mobile

Create Group

Start Plan

O+ © ©

Ignore Messages
Block

Something's Wrong

Give Feedback or Report Conversation

SHARED PHOTOS




Wl ATRT = 3:00 PM } ()

Cancel What's Wrong?

MANAGING ONLINE HARASSMENT
Let Us Know What's Going On

We use your feedback to help us learn when

enmanthinAle nAt rnrlht

Harassment icide or Self-Injury

Pretending to Be Someone

Sharing Inappropriate Things

R e p O rti n g H a ra S S m e nt Hate Speech Unauthorized Sales
on Mobile i




MANAGING ONLINE HARASSMENT

Harassment
on Pages

Facebook
Journalism

Project @

00

Home
Posts
Photos
Shop
Community
Videos

Events

i Liked v X\ Followingv 4 Share  «= -

fundamentally was a healthy thing. |‘x

B .. g JS) -
Portugués (Bra

Facebook
May19- Q@
Facebook © 201
il Like () Comment W v
Q0 15 nt v
“”

Hide or embed this

a Daniel Kim This is fascinating. Keep up theVOrk!
Like - Reply - Message - 2w




MANAGING ONLINE HARASSMENT

Hide or embed this

H a ra S S m e n t a Daniel Kim This is fascinating. Keep up the good work!

Like - Reply - Message * 2w

on Pages
“” Write a comment... @ @

Now this is only visible to the person who wrote it and their friends.

Unhide - Delete - Report - Ban Daniel Kim
y/
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[SCENARIQOS]

My account has just been stolen by a stranger. How do | recover my

account and report this to Facebook?
OR

Hackers have created a fake account with my name and pictures

what should | do?

op@mw



Your account could be hacked if:

N

. Your email or password have changed
. Your name or birthday have changed
. Friend requests have been sent to

people you don't know

. Messages have been sent that you

didn't write

. Posts have been made that you didn't

create



To report visit: www.facebook.com/hacked

If you're worried about the security of your account, we can help you.

% First, can you tell us what's happening?
N\

| found a post, message or event that | didn't create

*» Someone else got into my account without my permission
| found an account which uses my name or photos
People can see things that | thought were private
| don't see the right option on this list



Securing your accounts on Facebook

There are two main ways for you to secure your
account on Facebook:

1. Two Factor Authentication
2. Login Alerts




To turn on or manage two-factor authentication

* Go to your Security and Login Settings by
clicking in the top-right corner of Facebook
and clicking Settings > Security and Login.

e Scroll down to Use two-factor
authentication and click Edit

* Choose the authentication method you want
to add and follow the on-screen instructions

* Click Enable once you've selected and turned
on an authentication method




Home Create

Catherine

Two Factor - ¥ | T e
Authenticatio

@ Intro # Make Post @ Photo/Video @( Live Video W LifeEvent ? Q&A
N (ZFA) - §

W e

Timeline v About Friends 1,183 Photos @& Archive More v

Add a short bio to tell people more about yourself.

Add Bio

Photo/Video g Tag Friends = Feeling/Activ...

Posts =% Manage Posts — List View == Grid View

Catherine
October 25at 9:37 AM - &3 v

&




©” General General Account Settings

Security and Login
3 Your Facebook To download your information, go to Your Facebook Information.
T F t Information
(B} Privacy Name Catherine
. . ] Timeline and Tagging
Authenticatio s
= Blocking
7= Contact P ry: email
Language
n ( 2 FA) 1| Face Recognition Ad account contact
&3 Notifications Temperature

% Mobile
- Manage Account ntact settings o &g
EJ Public Posts

Identity Confirmation
& Apps and Websites

" Instant Games

E{; Business Integrations




Strong Password Formula

C X

AVOID PUBLIC
INFORMATION LIKE
YOUR NAME

SHARE YOUR
SSWORD

+ A PASSWORD UNIQUE + DON'T
TO FACEBOOK PA




Keeping your accounts safe
from hackers

Enable login notifications

Check active sessions on Facebook

Pick a strong Password

Change you password regularly and never give it
to someone you do not know and trust




Keeping your accounts safe
from hackers

Turn on two-factor authentication

Make sure your email account is secure

Log out of Instagram when you use a computer or
phone you share with other people

Think before you authorize a third party app




Security
Checkup

'i Help Center Q, Hi Catherine, how can we help? 2] Return to Facebook

Home  Using Facebook  Managing Your Account  Privacy and Safety  Policies and Reporting v}f Support Inbox

RIS What's Security Checkup and how do | start it?

our Profile and Settings
ames on Facebook Computer Help A Share Articl

eeping Your Account
Secure You can use Security Checkup to review and add more security to your account.

Security Features and Tips Start Security CheCku p

Login Alerts and Two-Factor
Authentication

Security Checkup will help you:

Avoid Spam and Scams

* Log out of Facebook from unused browsers and apps.

fa ce bOO k CcO m/h e | p/sec u rityc h ecC ku p + Get alerts when someone tries logging into your account from an unrecognized computer or

mobile device.

Accessing & Downloading Your
nformation * Learn how to protect your password.

Deactivating or Deleting Your

i Note: This feature is currently available to people logged into Facebook on a computer or the
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